Subscription

Subscription keys are a very common and easy way to secure APIs published
through an APl Management.

A valid subscription key is expected to be included in the HTTP request when
calls are made to the APIs that developers need to consume. Failing which
the APl Management gateway will immediately reject the calls and it would not
reach the back-end service.

How to Subscribe to a product

Steps to follow for a successful subscription to a product

Developers Subscriptions Products

1. Select the Product you desire to subscribe to from the product list

virtusa Home APIS Products Documentation Reports Profile Sign out

Products

Name Description

This subscription willinclude all Virtusa exposed artificial intelligence servicers

Virtusa Business Public APl

aaaaaaaaa



2. Type in the product name in the space provided and click on
“Subscribe” in order to submit the request for the subscription of the
product needed to be used.

virtusa Home APIs  Products Documentation Reports Profile Sign out

Virtusa Business Public Virtusa Business Public

Virtusa Business Public APIs

Your subscriptions

You don't have subscriptions yet.

new product subscription name Subscribe

APls in the product

ping API Public - v1 Virtusa Alm-mapping. Source: Oracle PAAS REST-API

Virtusa ATC API Source Fusion

idate publisher API Public - v candidate publisher API publisher

3. After the subscription is approved, you will be provided with two
subscription keys which can be used to access any API in the
subscribed product.



virtusa

User profile

Account details

Registration date 01/20/2020

Subscriptions

Subscription details Product State Action

Name Virtusa Business Public APIs Rename Virtusa Business Public Submitted 4

Requested on

Primary key XHXXKXKIXHXHXHOOXXXKXKXIKIKNHNKK how | Regenerate

Secondary key XXOOOOOKKXXXNCOXXXXXXKKKKKXX how | Regenerate

How to call an API

All APIs (Application Programmers Interfaces) require OAuth 2.0
authorization. Therefore, to call any API successfully, an Access token is
required to pass the authorization process.

Cliers Appication Azure AD Resowrce Won AR

-

As shown in the image, the client is required to request for an access token
(JWT token) via the Azure AD (Active Directly) token API by passing the
necessary credentials (client_id, client_secret, tenant_id, subscription key) to
the Azure Active Directory, where credentials will be validated and an access
token will be returned to the client.

The client is now entitled to call an API successfully by sending the API
request along with the Access token and subscription key. The client will be
returned with a 200 OK response and other necessary data depending on the
type of the request, only after validating the token.



Steps to follow for a successful API call

1. Select an API from the list of APIs

virtusa Home APIs

APls

D search AP Group by tag

Allocation details

Virtusa Alm-mapping. Source: Oracle PAAS REST-API

Virtusa ATC API Source Fusion

idate publisher API Public - v1 candidate publisher API publisher

ity AP1 Public - v virtusa City API

CPC AP! Public - v1 Azure Logic App.

Saurce Fusion

A sample APl with information related to a technical conference, The available resources
include Speakers, Sessions and Topics. A single write operation Is avallable to provide feedback

2. Select any operation from the list under the API. You will see the Request
URL of the operation, any request parameters if required and a sample
response. Click on “Try it” to test the API operation and you will then be

directed to the developer console.
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City API Public - v1 Clty API Public

P Search operations

. APlversion; V1 ¥| | APIdefinition ¥ Changelog
Group by tag virtusa City AP
s GetaCi
e Get Al Cities Get All Cities
Request
aer  https://virtueagintegrati in-dev3. pi.net/citles-api/vl/cities

Response: 200 OK
[ { "treeNodeld": "D0000S", "country’: "sri lanka”, "city™: "colombo” } ]

Powared by Azure 4P| Management.

3. Select Authorization code from the dropdown menu under the authorization

section corresponding to the authorization server.
virtusa Home
City APt Public -v1 City API Public

P Search operations

City API Public / v1 / Geta City bt

cer  /cities/(treeNodeId)

] APlversion; V1 V|| APIdefinition ¥|  Changelog
o 3 » Authorization
Group by tag virtusa City API No auth
T GetaCity fnf- o v authorization_code
" ntegration_OAu
e Get All Cities Geta City
Subscription key subscription key
Request
cer https://virt int t i pi.net/cities-api/vl/cities/{treeNod
Request parameters Parameters
iodeld 1v
Name In Required  Type Freetiodet value
treeNodeId template true -+ Add parameter
Response: 200 OK
[{ "treeNodeld": "000005", "country’: "sri lanka", "city": "colombo" }] Headers
Cache-Control no-cache Reniows:
+ Add header
HTTP Curl c# Java
JavaScript PHP Python Ruby
Objective C
HTTP request
& Copy

Powered by Azure AP| Management
GET https://vi 3 Linetrel




4. You will be prompted to sign in to the Azure AD if you already have not.

5. After signing-in, an authorization header will be added to the carrying the

access token from Azure AD.

6. Fill in any required parameters and click on Send.

How to get Azure AD token using token API

Steps to follow to get an Azure AD Access token

1. Select the Azure AD Token API from the API list

virtusa Home APIs

APls

Allocation details

Virtusa Alm-mapping. Source: Oracle PAAS REST-API

Virtusa ATC API Source Fusion

date publisher API Public - v1 candidate publisher API publisher

virtusa City API

CPC AP! Public - v1 Azure Logic App.

Source Fusion

Products Documentation Reports Profile Sign out

A sample APl with information related to a technical conference. The available resaurces
include Speakers, Sessions and Topics. A single write operation is available to provide feedback
on a session

2. Select the POST operation “get access token” under the API and click on
“Try it”. You will be then directed to the developer console.



virtusa Home APls Products Documentation

Reports Profile Sigr
Aaure AD Token AP1-v1 Azure AD Token API
D Search operations
APlversion: V1 ¥| | APl definition *| changelog
Group by ag
pasT get access Token get access Token
Request

rosz https://virtueagintegrationsapim-devl.azure-api.net/accesstokenapi/vl/token

Powered by Azure APl Managemer

3. The HTTP request should be made along with the subscription key for the
purpose of authorization.

Add the headers Content-Type = application/x-www-form-urlencoded and
Ocp-Apim-Subscription-Key and the Client_id, client_secret, grant_type in the
request body section of the request as shown in the image below. Then select
Send.



Virtusa
Azure AD Token API - v1 Azure AD Token API

pe]

Authorization

RXAKX KRR KR KR XKEKEKAKAKK

APl version: ¥ 1 v API definition

Group by tag
vosT get access Token get access Token

Parameters
Request -+ Add parameter

Headers

.......

secret=xzxxx

4. You will be returned with an access token (JWT) of Bearer type after the
validation of the credentials by the Azure Active Directory.

Example of a token

Authorization: Bearer
eyJ0eXAIOIJKV1QILCIhbGciOiJSUzI1NIilIsIng1ldCIGINTUWROSTF|S3ZoUUV
EUOp4RTJINR1IZNDBRMCIsImtpZCI6IINTUWROSTF|S3ZoUUVEUOp4RTJINR
11zZNDBRMCJ9.eyJhdWQIiOilxYzg2ZWVmNC1jMjZKLTRINGUtODEzNyOwY|B
IZTEyM2NhMGMILCJpc3MiOiJodHRwczovL3NOcy53aW5kb3dzLm5IdC80ND
c40DkyMCO5Y|k3LTRmMOGItODIwY SOyMTFIMTMzZDk1MzgvliwiaWFOIljoxN
TIXMTUyYNjMzLCJuYmYiOJEIMJEXNTI2ZMzMsImV4cCI6MTUyMTE1NjUzMywi
YWNyljoiMSIsImFpbyl6IkFWUUFXLzZzhHQUFBQUptVzkzTFd6dVArcGF4ZzJP
eGE1cGp2VINXV1ZSVnd1ZXZ5QU5yMINkcOtkQmFWNNNjcHZsbUpmT1dD
OThscUJIMDhXdIB6cDdlenpJdzJLai9MdWdAXWWdydHhkM1ImaDIlYSGpXeF
VaWk9JPSIsImFtcil6WyJyc2EiXSwiY XBwaWQiOiJhY TY50DM10CO0yMWEz
LTRhYTQtYjI3OC1ImMzI2NTMzMDUzZTkiLCJhcHBpZGFjcil6ljEILCIIbWFpb
Clelm1pamlhbmdAbWIjcm9zb2Z0LmNvbSIsimZhbWIseV9uYW1lljoiSmlihbmc
ILCJInaXZIbl9uYW1lljoiTWIhbylsimlkcCl6ImhOdHBzOi8vc3RzLndpbmRvd3Mu
bmVOLzcyZjk4A0OGIMLTg2Z]EtNDFhZiOSMWFILTIJKN2NKMDEXZGIONy8iLCJp
CcGFKZHIiOiIXMzEUMTAS3LJESNC4XNDAILCJuYW1lljoiTWIhbyBKaWFuZylsim
IpZCI6ljhiIMTU4ZDEWLWVMZGItNDUXMS1iOTQzLTczOWZKYjMxNzAyZSiIslI
NNjcCl6InVzZXJIfaWilwZXJzb25hdGIvbilsInN1Yil6IkFGaWtvWFk1TEVILTNk



bk1pa3z3MUJzQUx4SGlybV9laVJjaHVISEM1aGciLCJ0aWQiOilONDc4ODky
MCO5Yjk3LTRmMOGItODIwYSOyMTFIMTMzZDk1MzgiLCJ1bmixdWVfomFtZSI
6lmlpamlhbmdAbWIjcm9zb2Z0LmNvbSIsinV0aSI6ImFQaTJxOVZ60DBXdH
NsY]RBMzBCQUEILCJ2ZXIiOilxLjAifQ.agGfaegYRNGj6DM_ -
N_eYulnQdXHhrsus45QDuApirETDR2P2aMRXxRioOCR2YVwn8pmpQ1LoAh
ddcYMWisrw_ghaQrOAYsDPWRtJ6x0hDk5teUgbix3gazb7F-
TVcC1gXpc9y7j77Ujxcq9z0r5IF65Y9bpNSefn9Te6GZY G7BgKEIXqC4W6Lgjt
cjuOuW-
ouy6LSS0ox71Fj4Ni3zkGixX1T_jiOvQTd6BBItSrShDmObTMefoyX8oqfMEA2zi
KjwvBFrOjOOuK4rJLgLYH4qvkRObdF9etdstgkKMo5gecarWHNzWi_tghQu9aE
3Z3EZdYNI_ZGM-Bbe3pkCivEOYA



