
Subscription 

Subscription keys are a very common and easy way to secure APIs published 

through an API Management. 

A valid subscription key is expected to be included in the HTTP request when 

calls are made to the APIs that developers need to consume. Failing which 

the API Management gateway will immediately reject the calls and it would not 

reach the back-end service. 

 

How to Subscribe to a product 

Steps to follow for a successful subscription to a product 

 

1. Select the Product you desire to subscribe to from the product list  

 



2. Type in the product name in the space provided and click on 

“Subscribe” in order to submit the request for the subscription of the 

product needed to be used. 

 

3. After the subscription is approved, you will be provided with two 

subscription keys which can be used to access any API in the 

subscribed product.  



 

How to call an API 

All APIs (Application Programmers Interfaces) require OAuth 2.0 

authorization. Therefore, to call any API successfully, an Access token is 

required to pass the authorization process. 

 

As shown in the image, the client is required to request for an access token 

(JWT token) via the Azure AD (Active Directly) token API by passing the 

necessary credentials (client_id, client_secret, tenant_id, subscription key) to 

the Azure Active Directory, where credentials will be validated and an access 

token will be returned to the client.  

The client is now entitled to call an API successfully by sending the API 

request along with the Access token and subscription key. The client will be 

returned with a 200 OK response and other necessary data depending on the 

type of the request, only after validating the token. 
 



Steps to follow for a successful API call 

1. Select an API from the list of APIs

 

2. Select any operation from the list under the API. You will see the Request 

URL of the operation, any request parameters if required and a sample 

response. Click on “Try it” to test the API operation and you will then be 

directed to the developer console. 



 

 

 

3. Select Authorization code from the dropdown menu under the authorization 

section corresponding to the authorization server. 

 



4. You will be prompted to sign in to the Azure AD if you already have not. 

5. After signing-in, an authorization header will be added to the carrying the 

access token from Azure AD. 

6. Fill in any required parameters and click on Send. 

 

 

How to get Azure AD token using token API 
 

Steps to follow to get an Azure AD Access token 

1. Select the Azure AD Token API from the API list 

 

2. Select the POST operation “get access token” under the API and click on 

“Try it”. You will be then directed to the developer console. 



 

3. The HTTP request should be made along with the subscription key for the 

purpose of authorization. 

Add the headers Content-Type = application/x-www-form-urlencoded and 

Ocp-Apim-Subscription-Key and the Client_id, client_secret, grant_type in the 

request body section of the request as shown in the image below. Then select 

Send. 



 

4. You will be returned with an access token (JWT) of Bearer type after the 

validation of the credentials by the Azure Active Directory. 

Example of a token 

Authorization: Bearer 

eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NiIsIng1dCI6IlNTUWRoSTFjS3ZoUUV

EU0p4RTJnR1lzNDBRMCIsImtpZCI6IlNTUWRoSTFjS3ZoUUVEU0p4RTJnR

1lzNDBRMCJ9.eyJhdWQiOiIxYzg2ZWVmNC1jMjZkLTRiNGUtODEzNy0wYjB

iZTEyM2NhMGMiLCJpc3MiOiJodHRwczovL3N0cy53aW5kb3dzLm5ldC80ND

c4ODkyMC05Yjk3LTRmOGItODIwYS0yMTFiMTMzZDk1MzgvIiwiaWF0IjoxN

TIxMTUyNjMzLCJuYmYiOjE1MjExNTI2MzMsImV4cCI6MTUyMTE1NjUzMywi

YWNyIjoiMSIsImFpbyI6IkFWUUFxLzhHQUFBQUptVzkzTFd6dVArcGF4ZzJP

eGE1cGp2V1NXV1ZSVnd1ZXZ5QU5yMlNkc0tkQmFWNnNjcHZsbUpmT1dD

OThscUJJMDhXdlB6cDdlenpJdzJLai9MdWdXWWdydHhkM1lmaDlYSGpXeF

VaWk9JPSIsImFtciI6WyJyc2EiXSwiYXBwaWQiOiJhYTY5ODM1OC0yMWEz

LTRhYTQtYjI3OC1mMzI2NTMzMDUzZTkiLCJhcHBpZGFjciI6IjEiLCJlbWFpb

CI6Im1pamlhbmdAbWljcm9zb2Z0LmNvbSIsImZhbWlseV9uYW1lIjoiSmlhbmc

iLCJnaXZlbl9uYW1lIjoiTWlhbyIsImlkcCI6Imh0dHBzOi8vc3RzLndpbmRvd3Mu

bmV0LzcyZjk4OGJmLTg2ZjEtNDFhZi05MWFiLTJkN2NkMDExZGI0Ny8iLCJp

cGFkZHIiOiIxMzEuMTA3LjE3NC4xNDAiLCJuYW1lIjoiTWlhbyBKaWFuZyIsIm

9pZCI6IjhiMTU4ZDEwLWVmZGItNDUxMS1iOTQzLTczOWZkYjMxNzAyZSIsI

nNjcCI6InVzZXJfaW1wZXJzb25hdGlvbiIsInN1YiI6IkFGaWtvWFk1TEV1LTNk



bk1pa3Z3MUJzQUx4SGIybV9IaVJjaHVfSEM1aGciLCJ0aWQiOiI0NDc4ODky

MC05Yjk3LTRmOGItODIwYS0yMTFiMTMzZDk1MzgiLCJ1bmlxdWVfbmFtZSI

6Im1pamlhbmdAbWljcm9zb2Z0LmNvbSIsInV0aSI6ImFQaTJxOVZ6ODBXdH

NsYjRBMzBCQUEiLCJ2ZXIiOiIxLjAifQ.agGfaegYRnGj6DM_-

N_eYulnQdXHhrsus45QDuApirETDR2P2aMRxRioOCR2YVwn8pmpQ1LoAh

ddcYMWisrw_qhaQr0AYsDPWRtJ6x0hDk5teUgbix3gazb7F-

TVcC1gXpc9y7j77Ujxcq9z0r5lF65Y9bpNSefn9Te6GZYG7BgKEixqC4W6Lqjt

cjuOuW-

ouy6LSSox71Fj4Ni3zkGfxX1T_jiOvQTd6BBltSrShDm0bTMefoyX8oqfMEA2zi

KjwvBFrOjO0uK4rJLgLYH4qvkR0bdF9etdstqKMo5gecarWHNzWi_tghQu9aE

3Z3EZdYNI_ZGM-Bbe3pkCfvEOyA 

 

 


